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1. INTRODUCTION

The Petrol 247 service is a web based application that allows viewing events that occurred on different sites. Sites
are therefore regularly scanned by a polling system.

For each site and each type of equipment it's possible to define rules, alarms, filtering, severity and several other
parameters.

Different users can be created, such as alarms managers, cards manager, site list manager, site group manager,
configuration manager, user account manager, alarm configuration manager and statistics configuration manager.
It is possible to assign several levels of authorization, which allows supervising login and access to P247
functionalities.

P247 informs about defined alarm conditions on sites and can notify directly people responsible via mail and/or
SMS.

P247 allows tracking events from first occurrence to final solution. All she steps that are taken to solve the
problems, for example by technicians, can be traced.

P247 gives a real-time global status overview of the defined sites allowing the users to react within minutes.

P247 analyses transactions to detect abnormalities on site allowing the responsible people to take preventative
measurements.

P247 allows managing cards. This includes viewing cards on Blacklist or Override List, manually blocking and
unblocking cards and unblocking cards that were blocked by velocity.
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2. GENERAL

In each polled site, the event engine of the Site Controller is constantly running to generate all kind of events on
equipment (SC, pumps, BNA, OPT ...) installed on the site. Collected data are all SC generated events, normal
events and alarm events, related to the installed equipment.

A polling system scans the sites with a rate defined by the type of connection; this can be from once a day to on-

line. All data is stored in a central database server from which the Petrol 247 application can make it available on
the web.

Image 1 Functional Diagram of the Petrol 247 Application

<ol .

SiteControlller

SiteControlller

Polling System

SiteControlller

Petrol 247 application

SiteControlller
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3. GETTING STARTED WITH P247

3.1.Logging in

3. 1. 1. Prerequisites

Before starting the P247 application, your pc must have an Internet connection.
You need an activated user login and password and, of course, you must have sufficient access rights.

Log in.

Use a local account to log in.

User name helpdesk
Password essssanes
Login

m‘. MICRELELC ©2017-Petrol 24/7

If your login screen shows messages like those marked in red, you must contact your administrator.

3.1.2. First Time Log In

Start Internet Explorer and enter the URL of the P247 home page.
The first time you log in to the P247 application you will have to allow cookies and add them to your trusted sites.
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3.1.3.Logging In

° Start Internet Explorer and enter the URL of the P247 home page.

PETROL 2477 @ MICRELEC

Services Benefits Getting Started

« Alarm Control « Realtime site data You can start easily. contact us for a demo or test account!
« Transactions « Offers support in any operational business
« Card Management  Intuitive and easy to use Learn more »
« Statistic Analysis « Interfaces any site controller system
* Reporting « Customizable depending organizational needs
* Wet Stock Data * Reduces down time
* Messages « Needs only a web browser
« Import / Export * Mobile Friendly
Learn more » Learn more »

@ MICRELELC © 2017 - Petrol 24/7

o Click the Log in button in the top right corner.

Log in.

Use a local account to log in.

User name helpdesk
Password ssssssee
Log in

@ MICRELELC © 2017 -Petrol 24/7
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° Enter your user name and password.
Click the Log in button below or <ENTER> to confirm.

If your login is successful, a Petrol 247 session starts and sends the P247 homepage.
In case of wrong or invalid login, the password will disappear giving you the opportunity to re-enter a value.
In case you are not authorized to log in, you’ll get following messages.

Unauthorised Access!

Sorry, you are not authorised toview the material in this part of the web site.

In this case, try to log in with different user name and password or contact your administrator.

Manual Petrol 24/7

www.micrelec.be



http://www.micrelec.be/

@M!ERELEC

3. 2. Logging out

You can log out at any time. To do so, follow the steps below:

° Click the Log in button in the top right corner.

PETROL 2477 @ MICRELEC

Services Benefits Getting Started
« Alarm Control « Realtime site data You can start easily, contact us for a demo or test account!
« Transactions « Offers support in any operational business
« Card Management « Intuitive and easy to use Learn more »
« Statistic Analysis « Interfaces any site controller system
« Reporting « Customizable depending organizational needs
* Wet Stock Data * Reduces down time
« Messages « Needs only a web browser
* Import / Export * Mobile Friendly

Learn more » Learn more »

@ MICRELELC © 2017 - Petrol 24/7

A session will end automatically when there is no action within a certain time.

® In this case, the page that was last accessed will stay on screen, until you select a button.
. Doing so, you will be redirected to the P247 login-screen.
Attention Please, then re-log in.
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4. PAGE LAY-OUT

After you logged in successfully, the homepage is loaded.
Depending on the user’s rights, this page will show a number of menus on the top. Possible menus are Alarms

Management, Cards Management, Statistics Management, Configuration. The logoff and Contact button are
always visible.

4. 1. General Page Lay-out

Pages generated by the Petrol 247 application give overviews (alarms, events, users, transactions ...) or show
details and parameters. They have the same general lay-out.

Overview pages (Image 2) and pages with details and parameters (Image 3) have two main fields.

Image 2 Lay-Out of P247 Pages — Menu and Overview
PETROL 2477 mMH::R'ELEE

Tracking - Alarms
Ho filter applied
Sawarity Description
L DRTHIY croblagm bion =t pmcalle
[isias i, Maeemn TETI00 probiesm Bowicntiar [ ]
i, Mo CF T=010 prcblaem somipnsier Hu
| EEFIT g Hgh Alpr luhdetucie Sk
L5 _L".'\l:.- Tesrnacfin duet v 13 min s
K i, Madiarm Priuzal nist egarase a Drehald
@ Ha CPTIND bustnen gigmas Hile
| ik, Magiiam CRTIN0 ubrraplding pirgasd
i m Hagy® Pirag [uar bt dosfrsl A
| F g g Pomg buiten diemi
[ i, Madism Tanruscis deuet = 13 min
|" ﬂ"‘ﬂ? Prumip - Flow 150 thow [ B
& i, M Tunrideitin duiam = 1) min
| B " CPTI00 busten Siamat
i, Madiam CFTI010 problsem Sowipriter
E i, Madear CRTI010 ApulrroMiPg Birii]
[T i, Pt Tapriein Gusm > 13 man
B Q o Pomg buften deml
[E - e Fome burlen dearal
| sz i, Pladnarm T ] A
[E Qe SRETI0 bustis St
[« ik, Maduar CRETION0 boutrralding pirged i
& , Madees RTINSl b ol r
| ceaniv e OFTI010 problasm Sowionicter
ik, Madeem OFTHI0 problasm Sowionoter @ e
E=IE @ Ha Pomg Eoiten desnat
a g Pomg buiien dienst
= iy Mediam Tark kntied mivea barsit
i, Madism OF T2010 problasm Scowipricter
| [TTI ﬁ gt Ciiaatcha e mas walnmims baeil
Pags r ] of 120 pagea »
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Overview pages contain (see Image 2):
1. The Petrol 247 main-menu, which contains up to six buttons:
Five buttons to select the four P247 program parts
The Home button to return to the home page
The About button showing information on Petrol 247.
The Contact button showing contact information for Micrelec.
The Hello! Button showing information of your account.
The Log off button.
2. The P247 data field showing data or parameters.

The main menu is always present on screen. The information in the Data Field depends on the chosen link in the
main or sub-menu. For example: Alarm details (see Image 3).

Image 3 Example Alarm - Details

PETROL 24/7 (m\mcnsx_sc

Alarl

Alarm - Details

Alarm-1D: 69140
Dateftime: 10/07/2017 14:00:13

= Overview of the events that tnggered the alarm:

EventlD: 178235 Description: Frinter OK
Equipment 2010 OFT Device: 2/ Subdevice: 0
Dateftime: 10/07/2017 12:59:02
Property Value Description
RECSEQ 102158 Event record ssquence numbsr
EventD: 178234 Description: Frinter smor
Equipment: 2010 OFT Device: 2/ Subdevice: 0
Dateftime: 10/07/2017 12:58:01

Description
RECSEQ 102156 Event record sequence number

zAlarm status history:

Status Date/Time Action description
Cancelled F247 10/07/2017 14:00:14 A i c alarm cancelled
[[on-hald [ Pas7 [ 10072017 14:00:13 | Created

Update the alarm status:

You have no access to P247 functionalities of buttons marked in grey.

!

. You cannot operate the P247 buttons or menus that are marked grey, you are not
Attenti authorized to access the associated functions or program parts.
ntion The P247 program parts that you can access are defined by your user level, i.e. your login
id.
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4. 2. Overview Menus

4. 2. 1. Configuration

The configuration is activated by clicking the “Configuration” button in the main menu; this will also load the
associated sub menu. Table 1 gives an overview of all functionalities.

Table 1

Functionalities of Configuration

Menus

Option

Functionalities

Main menu button

Configuration -

Sub menu:

Configuration =

User Account configuration

Account

Account list
Network configuration

Site list

Site groups

User account
configuration
Account

Gives an overview of all details of the current user
account: user account properties, roles associated
with the account, notification preferences, time
schedule.

User account
configuration

Gives an overview of all employees in a Major Oil
Company (MOC).

Account list Authorized users can:
View and modify parameters of each employee.
Delete employees and create new ones.

Network Gives an overview of all sites.

configuration Authorized users can:

Site list View and modify parameters of each site.
Delete sites and create new.

Network Gives an overview of all site groups.

configuration Authorized users can:

Site groups View and modify parameters of each site group.

Delete site groups and create new.
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4. 2. 2. Alarms Management

The Alarms management is activated by clicking the “Alarms” button in the main menu. This will also load the
associated sub menu. Table 2 gives an overview of all functionalities.

Table 2

Functionalities of Alarms Management

Menus

Option

Functionalities

Main menu button:

Alarms -

Sub menu:

Alarms -

Tracking

Alarms
Events
Transactions
Status

Definitions

Alarm definitions
Rule definitions

Events definitions

Tracking
Alarms

Gives a chronological overview of alarms on all sites
that are conlmaged for this user.

This overview includes alarm description, severity,
status, site and time of creation. It also shows which
steps have been taken to solve the alarm situation and
by who. (Alarm history)

Users can:

Filter alarms on Alarm Id, Severity, Descriptions, Date,
Time, Site and Status.

View details of each alarm and alarm event(s).

Tracking
Events

Gives a chronological overview of all events generated
on all sites conlmaged for this user.

It includes site, description, equipment, (sub)devices,
time of generation and creation.

Users can:

Filter events on Event Id, Description, Site,
Equipment, Device, Sub Device, Date and Time.

View details of each alarm event.

Tracking
Transactions

Gives a chronological overview of all transactions
generated on all sites conlmaged for this user.

It includes site, pump, nozzle, start and end time and
date, product name, mop, terminal type an number.
Users can:

Filter transactions on Transaction Id, Site, Pump,
Nozzle, Date, Time, Product, Mop, Terminal type,
Terminal sequence number.

View details of each transaction.

Tracking
Status

Gives an overview of the global status of a site. Sites
that give an error are always on top, this way the user
can have a quick look at his site park.

This overview includes check date, check time and
status of the site

Users can:

Filter on site group, site and status.

View details of each equipment on site.

Definitions
Alarm definitions

Gives an overview of all alarm definitions including
description.

Authorized users can:

View and modify alarm-definition parameters.
Delete alarm definitions and create new.

Definitions
Rule definitions

Gives an overview of all defined alarm rules including
description.

Authorized users can:

View and modify alarm rule parameters.

Delete alarm rules and create new.

Definitions
Event_definitions

Gives an overview of all event definitions ordered per
equipment type. It includes description and code.
Users can view details of each event definition.
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4. 2. 3. Administration Configuration

The “Administration Configuration” is reserved for system administrators. This program part is not described in the

manual.

Users, who are authorized to access this P247 functionality, will find all Administration Configuration Utilities in the

Menu Configuration.

Configuration -

4. 2. 4. Card Management

Card Management is activated by clicking the “Cards” button in the main menu; this will also load the associated

sub menu. Table 3 gives an overview of all functionalities.

Table 3 Functionalities of Card Management
Menus Option Functionalities
Blacklist Gives an overview of all cards on the Blacklist.
Main menu button: Blacklist Authorized users can:
Overview View manually blocked cards and until when they
Cards~ are blocked.
Remove manual blocking.
View cards blocked by velocity
Manual Allows manual blocking and unblocking cards.
) handling Authorized users can:
Submenu. Block card Block cards for a certain period.
Unblock card Unblock blocked cards.
Velocity Gives an overview of all cards on the Override List.
handling Authorized users can remove cards from the
_ Velocity velocity list.
Blacklist Overview
. . Velocity Velocity override list.
Blacklist Overview handling Authorized users can:
i Add card to add cards to the Override List.
Manual handling .
velocity list
Block card Veloc?ty Velocit_y override list
handling Authorized users can:

Unblock card
Velocity handling

Velocity Overview
Add card to velocity list

Remove card from velocity list

Remove card
from velocity
list

remove cards from the Override List.
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4. 2. 5. Statistic Management

Statistic Management is activated by clicking the “Statistics” button in the main menu; this will also load the
associated sub menu. Table 34 gives an overview of all functionalities.

Table 4

Functionalities of Statistic Management

Menus

Option

Functionalities

Main menu button:

Sub menu:

Statistics -

Analysis list
Weight list

Analyses list

Gives an overview of all analysis results for each site
per mop, pump and terminal. The result is displayed
for every timeframe of the day. There are 24
timeframes in a day, starting from 0 (0 to 1 am) and
ending on 23 (11 to 0 pm).

Authorized users can:

View the analysis result and details

Pause or Stop the analysis.

Restart the analysis

Weight list

Allows to set up the thresholds used to determine
when an event should be generated.

Authorized users can:

Set the positive threshold for each site and each time
frame.

Set the negative threshold for each site and each time
frame.

4. 2. 6. Reporting

The reporting tool is activated by clicking the “Reports” button in the main menu; this will also load the associated
sub menu. Table 35 gives an overview of all functionalities.

Table 5

Functionalities of Statistic Management

Menus

Option

Functionalities

Main menu button:

Sub menu:

Sales Report
Fuel Prices Report

Tank Analyse Report

Sales Report

Allows to set up a sales report, expressed in amount,
volume or per MOP, for a specific site or for a group of
sites.

Fuel Prices Report

Allows to set up report of the progression of the fuel
prices for a specific site Set the negative threshold for
each site and each time frame.

Tank Analyse
Report

Allows to set up a report of the wet stock status for a
specific site.
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5. CONFIGURATION

This part of Petrol 247 is used to access data on sites, site groups and users.
Depending on the access level assigned by the system administrator, the user is able to view, modify, delete
and/or create sites, users and site groups.

5. 1. Prerequisites

To describe all functionalities of the Configuration we must have access to all items in the submenu.
You can access “Configuration” only if all three of the following requirements are met:

° You have a valid user login for P247 (i.e. you use the login ID and password user).
° This user login is “active
° You have access rights as “User accounts manager” AND “Alarm configuration manager” AND

"Configuration manager” AND “Site List manager ” AND “Site group manager”.

5. 2. Starting Configuration

To access this part of the P247 program:

° Click the “Configuration” button in the main menu.

Configuration -

You should have access to all items in the “Configuration” menu.
Image 4 Configuration — User account configuration

PETROL =477 @ MICRELEC

User account configuration - Account list

&

e e fe e o alala| efeaae e o

Ermail
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5. 3. User account configuration

To access Account details:
° Click the “Account” button in the “Configuration” menu.

To access Account list data:

° Click the “Account list” button in the “Configuration” menu.

Configuration -

User Account configuration

Account

Account list
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5.3. 1. Account details

You will find a few proporties that can be modified.

PETROL 24/7 @mcns:.sc

User Account - Details

Account enabled

User account properties:

Name:
Login: |
Email address: | Send Test Email

Reset password

Roles associated with the account:

Avsilable roles Applied roles
Up Alarms manager Up

Cards manager
Site list manager

Site group manager
Configurstion manager

> || User scoounts manager

Alarm configuration manager
Restricted site membership user
#® || Statistics configuration manager
Reports manager

L=

Dn

Dn

Notification preferences:

Oresieve sms

(e —

Select 8 cost center - | Default

DREGEivE email

Time Schedule:

[Cmon Chrue Chwved e i CsatCsun

Time From .{hh.mm.ssp

Time To: {hh.mm.ssh

Properties:

o Account enabled: this shows the status of the current account. You will not be able to modify this status

o User account properties: name, login, e-mailadress and possibilitiy to reset password

o Roles associated with the account: roles and rights assiociated with the current account. In the left part you
will find the available roles. These can be moved into the applied roles part.

o Notifiaction preferences: define how you want to be notified (sms/e-mail)

o Time schedule: define when you want to be notified.

When modifications need to be saved, click the “Save” button at the bottom of the page.
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5. 3. 2. Account list Overview

The data field gives an overview of all accounts, sorted by creating date in ascending order.

PETROL =477 @ MICRELEC

User acoount configuration - Accowunt list

Ernail

L
[ e v
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= —_— v
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5. 3. 3. Viewing, modifying or deleting an account

° Click the Account Name to view its details.

User Account - Details

Account enabled

User account properties:

Name: Test User
Login: TEST
Email address: test@petrol247.com Send Test Email

[ Reset password

Roles associated with the account:

Available roles Applied roles
Up | Cenfiguration manager Alarms manager Up
Cards manager
Site list manager
- Site group manager
User accounts mansger
= Alarm configuration manager
== Restricted site membership user
Statistics configuration manager
= Reports manager
Dn Dn
Notification preferences:
Dﬂecieve sms
(e e ——
Select 3 cost center ;| Default
DREGEiVE email
Time Schedule:
DMDH DTUE DWE:I D‘I‘hu DFri DSat DSun
Time From :|00:00:00 {hh : mm : 55}
Time To: |00:00:00 {hh : mm : ss}
Save Delete
° Click “Save” to save modifications, “Delete” to delete this employee or “Back” to cancel modifications.
Command Action Messages

P247 saves the actual user
account details and his login, if

“Save” No message.
any.
You return to the overview.
If you click “Delete”,
the employee and his login
“Delete” data, if any, are deleted.

No message.

You return to the overview.
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5. 3. 4. Creating a new user account

To create a new employee:

° Go to “Account list” and click “New User Account”. You will see the screen below:

User Account - Details

MAccount enabled

User account properties:

Name:

Login: *

Password: "

Repeat password:

Email address: Send Test Email

Roles associated with the account:

Available roles Applied roles

Up | Alarms manager Up
Cards manager

Site list manager

Site group manager
Configuration manager
User scocounts manager =
Alarm configuration manager
Restricted site membership user
Statistics configuration manager
Reports manager

Cn Cn

Notification preferences:

Dﬂecieve sms

( I:l ) l:l'l:l Send Test SMS

Select a cost center : | Default

DREGEiVE email

Time Schedule:

DMDH DTUE DWE:I D‘I‘hu I:lFri DSat DSun

Time From :|00:00:00 {hh : mm : 55}

Time To: |00:00:00 {hh : mm : 55}
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° Fill in the fields. For more information, see Table 6.

Table 6 User Account Data

Parameter Name Data Field or Option Remarks
Account enabled Check this box if the user account
[¥] Account enabled needs to be enabled. An enabled
user can login into P247

User account properties:

Name (max. 40 char.) You have to give the user a name
when you create him.
Give the user a login name, this can

Login be different from the user name.
Password (Min. 8 char. - Max.64 char.) Enter the password that the user will
use to log in.
Repeat Password idem Enter this password a second time
to confirm it.
Roles associated with the account:
Administrator By pressing following buttons, user roles An administrator has access to al
can be applied. functionalities of P247. This role is
never given to an end user.
Alarms manager - An Alarms manager can
View:
- alarms, events, transactions and
< status.
o Alarm definitions, rule definitions,

events definitions

Update the alarms status.
Cards manager A Card manager can:

View the Blacklist

Block card manual

Unblock card manual

View the velocity handling

Add card to the velocity
Remove card from the velocity
Site list manager A Site List manager can:
View, Edit, Create and Delete Sites.
View Site Groups

Site group manager A Site group manager can:
View, Edit, Create and Delete Site
Groups.
View Sites
Configuration manager A Configuration manager can:
View the Account List
User accounts manager A user account manager can:
View, Edit, Create and Delete User
accounts.
Alarm configuration A alarm configuration manager can:
manager Edit, Add, Remove Alarm definitions.

Enable or disable an alarm
Note: user should also have the role
as an alarm manager.
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Parameter Name Data Field or Option Remarks
Restricted site member This will restrict the user to only
user those alarms, events, statuses and

transactions that were generated for
the site he or she is monitoring
Statistics configuration A Statistic configuration manager
manager can:

View the analyses list

Pause, Stop en Restart the analyses
View the Weight list

Notification Preferences:

Receive sms Dlrecerems If a sms is needed to receive the
(L_bL_K [ Serd Test it alarm, just check the box and fill in a
mobile number.

With the “Send Test SMS” button, it
is possible to test if the sms service
is working and the mobile number is
valid.

Receive email [ secsive amsil If an email is needed to receive the
alarm, just check the box

Time schedule:

Time schedule Dhton Clrue Chred Clrins et CsatClsum Indicate when (days/time) you would
Time From [hh smm: 55} ||ke tO be nOtIerd

(*) Don'’t forget to enter a valid email address or mobile number if you selected one
' of the options “Receive email” or “Receive SMS” (on alarm).
e The addressee must participate in one or more Alarm Output Groups.
Attention
Save Delete
o Click “Save” to save the new user account details or Browser “Back” to return to the overview without saving.
o Click “Delete” to erase the user account.
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5. 4. Sites

To access site data:

o Click the “Sites list” button in the “Configuration” menu.

Configuration

User Account configuration

Account

Account list

Hetwork configuration

Site list

Site groups

5.4.1. Site overview

The screen will show an overview of all the sites. For each site you will see the “Site-id” and “Site name”.

Hetwork configuration - Site list

Create MNew Sie

The sites are sorted by name in ascending alphabetical order.
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5. 4. 2. Viewing, modifying or deleting a site

° In the overview, click the “Site-id” to view its data.
Site - Details

Site 1D: 8035

Site name: Miorelec

Update Delete

o If required, modify site data. Refer to Table 7.
o Click “Update” or “Back” to save or cancel modifications or click “Delete” to delete the site.
Command Action Messages
P247 saves the actual site
“Update” data. No message.

You return to the overview.

P247 deletes the actual site
“Delete” data. No message.
You return to the overview.
If you click Browser “Back”,
“Back” button, P247 returns to the
overview.

5. 4. 3. Creating a new site

To create a new site:

° Go to the site overview and click “Create New Site”.
Site - Details
Site 1D:
Site name:
Create
° Fill in the fields. For more information, see Table .
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Table 7 Site Data

Parameter Name Data Field or Option Remarks

Site ID (only numeric) When you create a new site you first
have to give it a “Site ID”.

The P247 program uses this ID to
identify the site.

Once created, the user can not
modify this ID. This Site ID must be
identical to the Site ID defined in the
TMS server.

Site name: (max. 40 char.) The site name is optional.
It can be modified later.

Site - Details
Site 1D: 1234
Site name: Test Site 1
Create
° Click “Create” to save the new site data or Browser “Back” to cancel it. In any case you return to the
overview.
' You can view alarms and events of the new site only after the P247 program has accepted
o its ID and as soon as a polling system collected generated events from the site.
Attention
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5. 4. 4. Error Messages

When you make an error modifying site data or creating a new, you will get an error as shown below:

Site - Details

l@l The requested action failed!

Site 1D: 5025

Site name: Micrelec

Create

5. 5. Site Groups

To access Site Groups:

° Click the “Site groups” button in menu “Configuration”.

Configuration =

User Account configuration

Account

Account list
Hetwork configuration

Site list

Site groups

5. 5. 1. Site Groups Overview

The data field gives an overview of all site groups, sorted by Group-id in ascending alphabetical order.

Network configuration - Site groups

Create New Site Group ‘

Gowpid — Gowpnome

0 All Sites

5 T dienst
a7 Leverancier

102 Dagelijkse verwerking
105 Schadegevallen
M"7 LVT - Total

118 LGS

122 Flow te traag

124 IMioros Preventief
134 Netwerk Monitoring
135 y i
136 Fraude Detectie
157 SM3 Group
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5. 5. 2. Viewing, modifying or deleting a site group

o Click a Group-id to view its data.

Site group - Details

Sile growp properbas

Group ID:

Group name: &1 Siss

Siles
A T Sitet
2029
2018
3033
3018
3040
D2g
[ o v | o=
Contacts
Avmdable oo-tach D o
=] - AT TN Up
tnlpash BE b2 =g 1
wlpass BE LS —
»
s
b

(Bt ] Cale'w

° See

Manual Petrol 24/7

pag. 29/ 86

www.micrelec.be



http://www.micrelec.be/

@M!GREL EC

Table 8 for more information on how to modify Site group data.
Click “Update” to save modifications, “Delete” to delete this Site group or Browser “Back” to cancel

modifications.
Command Action Messages
P247 saves the actual Site
“Update” group. No message.

You return to the overview.
P247 deletes the actual Site
“Delete” group. No message.
You return to the overview.

If you click the Browser “Back”
“Back” button, you return to the
overview.
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5. 5. 3. Creating a new site group

To create a new Site group:

° Go to the site group overview and click “Create New Site Group”.

Site group - Detaills

Sile group properes

Growp [D:

Growp marmie:

Sites
Avsilstle Soen e Saes
e |E5Y A ]
1
. x
a3 »
EE -
"
fa
™ e w vy
= ¥
Contacts
Awpal Do o
o wrTrT— - v
»
- - -

° Fill in the fields. For more information, see Table 8.
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Table 8 Site Group Data

Parameter Name Data Field or Option Remarks

Group ID You cannot access this field The P247 program uses the
“Group ID” to identify the Site
Group.

This ID is assigned by the P247
program after the Site Group is
created.

The user cannot modify this ID.
Group name (max. 40 char.) You have to give the Site Group a
name when you create him.

Once the Site Group has an ID
you can modify this name.

p Add the Sites to the Site Group by
clicking the buttons.
=
Sites
=<
==
Contacts - Add the Contacts to the site
. Group by clicking the buttons.
=
==
Create Delete
° Click “Create” to save the new Site Group data or Browser “Back” to return to the overview without saving.
° The created Site Group can now be used in the Alarm Definitions to enable an Alarm for a certain Site

Group and inform the Contacts added in this Site group for the defined Alarm.
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6. ALARMS MANAGEMENT

To access Alarm Management:

° Click the “Alarms” button in the main menu.

Alarms ~

Note that the “Alarms” menu is active after successful log in of Petrol 247.
The menu shows the submenus.

6. 1. Alarm setup

6. 1. 1. Viewing alarm rules

To access alarm rule definitions:

° In the main menu, click the “Alarms” button.
° In the “Alarms” menu, click “Rule definitions”.

The browser gives an overview of the alarm rules with description (see Image 5).

Image 5 Alarms Management — Rule Definitions

Alarms configuration - Rule Definitions

‘ New Rule ‘

Roed—— Tope ————— Joewenption |
BNO1CF CONFIRMATION BNA Connected to SC
BHO1DWV DEVICE BHA Di from SC
BHNOZCF CONFIRMATION BNA In

BHO2DV DEVICE BNA Qut of order

BHO3CF CONFIRMATION BNA Reader

BHOZDV DEVICE BNA Reader jammed
BHOACF CONFIRMATION BHA Door closed

BNO4DV DEVICE BNA Door open

BNO5CF CONFIRMATION BNA ing ok
BHOSDV DEVICE BNA Tampering atempt
BHOGCF CONFIRMATION BNA Printer Ok

BHOSDV DEVICE BNA Printer emor

BHOTCF CONFIRMATION BNA Bank note reader ok
BHOTDV DEVICE BNA Bank note reader emor
BNOSCF CONFIRMATION BMNA Stadk Ok

BHOSDV DEVICE BNA Stadk fail

BNOSCF CONFIRMATION BMNA Stack closed

BHOSDV DEVICE BHNA Stadk open

BHN10CF CONFIRMATION BNA Stack emptied
BH10DV DEVICE BNA Stadk full

i = Fage l:l of 6 peges = e

The rules are sorted in alphabetical order of name.
To view other overview pages, if any, click “2”, “3” ....
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6. 1. 2. Viewing Alarm Rule Details

° In the overview, click the “Rule-ID” to see its details.

Example of Alarm rule details: e.g., “Banksys PTO disconnected”

Alarm management - Rule definition

Rule ID: BS01DV
Rule Type : Device -
Description: Banksys PTO disconnected |
@nne of these conditions I:)all of these conditions
Rule Entries: Ewvent BS: Banksys PTO: Disconnected from SC vI is true VIDD:DD:DD
More Less
Confirmation Possibilities : l4vailable Confirmation Rules: Possible Confirmation Rules:
Up || BMO1CF : BMA Connected to SC ”~ BS01CF : Banksys PTO connected Up
BNOZCF : BMA In operation
BEMOZCF | BMA Reader operational
BNO4CF : BNA Door closed =
BNOSCF | BNA tampering ok -
BMOSCF : BNA Printer Ok
BMOTCF : BNA Bank note reader ok ==
BMOBCF : BNA Stack Ok -
BHOSCF : BNA Stack closed
BM10CF : BMA Stack emptied
Dn |[12D1CF : Oil separator water full cleared ¥ Dn

Save Delete

Manual Petrol 24/7 pag. 34/ 86

www.micrelec.be



http://www.micrelec.be/

@MIGREL EC

Example of Alarm rule details: e.g., “Recurring nozzle not rehooked”

Alarm management - Rule definition

Rule 1D: PUOBDV
Rule Type : Device w
DESCI’ipﬁDﬂI Recuming nozzle not rehocked |
@nne of these conditions Oall of these conditions
Rule Entries: Recuming Event PLU: Mozzle not rehocked e I 4 “ IES:E—B:E—B
Maore Less
Confirmation Possibilities : |twailable Confirmation Rules: Passible Confirmation Rules:
Up || BND1CF : BNA Connected to SC A Up

BMOZCF : BNA In operation
BMO3CF : BNA Reader operational
BMD4CF : BEMNA Door closed <
BNOSCF | BMA tampering ok
BMNOSCF : BNA Printer Ok
BMO7CF : BNA Bank note reader ok =
BMOECF : BNA Stack Ok
BMOSCF : BNA Stack closed
BM10CF : BMA Stack emptied
Dn ||BS01CF : Banksys PTO connected W DOn

S

Save Delete

A complete set of events that can be used to define an alarm rule can be found in the “SC-Events” document.
Rules are always defined by Micrelec. A rule can be based on an event, a recurring event, an event property or a
rule.
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6. 2. Alarm definitions

To access alarm definitions:

° In the main menu, click the “Alarms” button.
° In the “Alarms” menu, click “Alarm definitions”.
6. 2. 1. Viewing Alarm Definitions

The browser gives an overview of the alarm definitions with 1D, description, Rule, severity level and enable/disable
status (see Image 6). The alarm definitions are sorted in alphabetical order of ID.

Image 6 Alarms Management — Alarm definitions

Definitions - Alarm definitions

‘ MNew Alarm Definition ‘

T T .S ) BT

B50002 Banksys OFT communicatieprobleem B501DV §, Medium

GEDOD1 Mo heartbeat GEOD0OD1 &3 High

GEOOD2 Mo HeartBeat - Check TMS GEOQOD2 el High

100001 Clieafscheider max. watemniveau bereikt 001DV el High J
100002 Olieafscheider max productniveau bereikt 10020V EI High v’
100002 Alarm lekdetectie tank 10030V €3 High v
OP0OO1 OPT2010 communicstieprobleem OPO1DV I, Medium

OP0002 OPT2010 buiten dienst OFD2ZDV 9 High (
OP0002 OPT2010 probleem papier ticketprinter OP02DV Jy, Medium

OPOOD4 OPT2010 foutmelding pinpad COPO4DV i, Medium (
OPO005 OPT2010 foutmelding kaartlezer OFOSDV Ji, Medium (
OP0006 OPT2010 staat open OPOBDV i, Medium

oPoo07 OPT2010 probleem tidetprinter OPOTDV i, Medium (
oPooO0E 2x verkeerde code CPD001 i, Medium

OP0009 Kaartlezer herhasaldelijke fouten OP0SDV §, Medium (
QP0010 Period End Mot in Balance CFO2DV I, Medium (
P50001 i icati FS010V Jy, Medium (
PUO0OO1 Fomp algemeen probleem PULO001 i, Medium J
FUO0D4 Fomp communicatieprobleem FUD1DV Jy, Medium

PUDOOS Pomp buiten dienst PUOZDV 9 High (
PUDODE Transactie duurt > 12 min PUO2DV iy, Medium J
PUOOOT Terugkerend probleem connectie pomp PUD4DV i, Medium

PUDODE Herhaaldelijk pomp buiten dienst PUOEDV Jy, Medium

PUDODS L ijk pistool niet i PUOEDV i, Medium

FUO010 Herhaaldelijk nultransacties FUOTOV Ji, Medium

PUDO11 Pistocl niet ingehaskt PUOEDV i, Medium (
PUDD12 Vapour Recovery communicatieprobleem PU10DV Ji, Medium v’
PUDD13 Vapour Recovery Pump uitgeschakeld PU11DV €3 High v
PUDD1A Vapour Recovery Timer gestart FU12DV &3 High "2
PU13DV Pump - Flow too slow PU13DV SI High (

e = Fage l:l of 2 pages * ==

To view other overview pages, if any, click “2”, “3” ....
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6. 2. 2. Viewing and Editing Alarm Details

o In the overview click the alarm definition name you want to see details of.
Example of Alarm definition: Pump out of order

Alarm Definition - Details

Alarm definition properties

Enabled

Definition: Fuooos

Description;| Fomp buiten dienst
Severity: @ High
i Medium
0 Low

Rule assignment:

Rule:[ FU020V: Pump out of order -

Dmbine with a confirmation rule.

Rule: [ PUDZCF : Pump in operation + |
Timeout {00:20:00 {hh : mm : ss)

Close this alarm automatically.

Site assignment:

Available SiteGroups

Member SiteGroups

Up | Al Sites
Levesancier VDS

Technische dienst DATS 24
Dagelijkse verwerking DATS 24

Up

Schadegevallen
VT - Total =
Vaperix
Flow te traag
Micros Preventisf ==
Metwerk Monitoring
Gatewsy monitoring
Fraude Detectie

Dn | SMS Group

Commit Delete

Command Action Messages
P247 saves the actual Alarm

“Commit” definition. No message.
You return to the overview.
P247 deletes the actual Alarm

“Delete” definition. No message.

You return to the overview.

If you click the Browser “Back”
“Back” button, you return to the
overview.
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6. 2. 3. Creating a new alarm definition

To create a new Alarm Definition:

° Go to the Alarm definitions overview and click “New Alarm Definition”

Alarm Definition - Details

Alarm definition properties:

Ena bled

Definition:

Description:
Severity: |0 & wigh

O i, Medium
O @ Low

Rule assignment:

Rule:l GED0D1: Mo heartbest whitin timeout w

Iclose this alarm

Timeout {00:00:00 {hh - mm : ss}

Site assignment:

Available SiteGroups Member SiteGroups
Up | Al Sites ~ Up
Technische dienst DATS 24
Leverancier VDS

Dagelijise verwerking DATS 24 <
Schadegevsllen .
LVT - Total

Vaporix ==
Flow t= traag -

Micros Freventief
Metwerk Manitoring

Dn || Gateway monitoring v Dn

Commit Delete
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° Fill in the fields. For more information, see Table 9.

Table 9 Alarm Definition Details

Parameter Name Data Field or Option Remarks

Enabled checkbox Check this box if you want the
alarm to be enabled

Definition: Definition of the alarm, mostly first

to characters of the device
followed by a four digit number
Description: Max. 40 chars The description of the alarm
Severity: Define how severe the alarm is.
This can be used to filter alarms
O Ak v=sium on severity in the Alarm Tracking.
O O Low

O € High

Rule assignment:  GE00OT: No heartbest whitin fimeout - The selection of the rule where
the alarm is based on can be
done by the drop down box. If this
rule has no possibility of a
confirmation, the confirmation rule
part is not shown. In this case a
rule will generate immediately an
alarm.
Rule: GE0001: No heartbeat whitin timeout . By Checking the “Combine with a
[letose this alarm automatically. confirmation rule” box, the alarm
e T can be closed or cancelled
automatically. This is defined by
the Timeout box. When an event
matches a rule an “On-hold” alarm
is created. If within the defined
timeout P247 receives an event
that matches the confirmation
rule, the alarm is “Cancelled”. If no
event is received that matches the
confirmation rule, the alarm will be
created as “New”
By adding one or more Available
SiteGroups to the Member
SiteGroups, the member Sites will
be checked for this alarm and the
member Contacts will be informed
of this alarm. Each Member
SiteGroup may have common
member Sites or member
Contacts.

Site assignment

Site assighment:

° Click “Commit” to save the new Alarm Definition or Browser “Back” to return to the overview without saving.
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6. 3. Tracking alarms

6. 3. 1. Tracking outstanding alarms

To view outstanding alarms:

o In the main menu, click the “Alarms” button.
o In the “Alarms” menu, click “Tracking — Alarms”.

The browser gives the latest alarm tracking on all sites (see Image 7).

Image 7 Alarm Tracking

Tracking - Alarms

Mo filter applied.
Change filter [ Alarm Export ]
| Alarm | Severity | Descripton _______________________________|Date ______lTime ___[Site ___________|Status |
670525 0 High Pomp buiten dienst 11/07/2017 12:01:42 Zaventem [V} @ On-hold
a] High Pomp buiten dienst 1072017 12:01:43 Zaventem (V) @ On-hold
e' High Pomp buiten dienst 1107/2017 12:01:38 Zaventem [V} Auto-Closed
€| High Pomp buiten dienst 1072017 12:01:37 Zaventem (V) Auto-Closed
e' High OPTZ2010 buiten dienst 1107/2017 11:58:28 Wetteren [V} C
I, Medium OPTZ2010 icketprinter A107/2017 11.56:26 Wetteren (V) C.
J, Medium OPT2010 foutmelding pinpad M07/2017 11:56:26 Wetteren (V) [
G' High Alarm |lekdetectie tank 1107/2017 11:54:11 Beyne-Heusay (W) Auto-Closed
c] High Alarm |ekdetectie tank 11072017 11:54:11 Beyne-Heusay (W) Auto-Closed
€ High Alarm lekdetectie tank 1/07/2017 11:54:11 Beyne-Heusay (W) Auto-Closed
ﬂl High Alarm |lekdetectie tank 11/07/2017 11:54:10 Beyne-Heusay (W) Auto-Closed
i, Medium ‘OPT2010 probleem ticketprinter 1107/2017 11:51:32 Brukom C.
€3 High Alarm |ekdetectie tank 11072017 11:51:31 Brukom C
0 High Alarm |ekdetectie tank 11072017 11:51:31 Brukom C.

Table 10 explains the details shown per alarm.

Table 10 Details of Outstanding Alarm Tracking
Iltem Description
Alarm ID Identifier used by the system to identify the P247 generated alarm.
Severity Alarm severity
Alarm Description | Describes the alarm (description is taken from the defined alarm)
Created Date Date the alarm is created [format: dd/mm/yyyy]
Created Time Time the alarm is created [format: hh:mm:ss]
Site name The name of the site in which the alarm condition took place
Status Alarm status

By default, all alarms are shown, but you can use the “Change filter” button to filter by various options. Table 11
gives the menu options.

Define filter
Alarm from: ‘ to: | |
Severity: | — No filter — |
Description: - No filter — ~
Date from: ‘ to: | |
Time from: ‘to: | |
Site: — No filter — ]
Status: — Mo filter —
Apply || Cancel Reset
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Table 5 Filtering Alarms

Filter

Options

Description

Alarm from:
to:

Filter alarms on alarm id

Severity:

— No filter — |~

High
Medium

Low

Filter alarms on severity. This is
defined in the Alarm definitions.

Description

— No filter -— |v
0 ite

3x verkeerde code

Alarm lekdeteche tank

Banksys OPT communicatieprobleem

Herhaaldeljk nukransactes

Herhaakieljk pstool niet ingehaakt

Herhaaldelik pomp buken dienst
Kaartiezer herhaaldeljke fouten
No heartbeat

No HeartBeat - Check TMS
Oleafscherder max productniveau berekt
Obeafscheder max. watemveau berekt
OPT2010 butten denst

DY

OPT2010 communicatieprobleem

OPT2010 foutmeidng Kaartiezer v

Filter the alarms on descriptions.

Date from: to:

[format: dd/mm/yyyy]

Filter the alarms on date

Time from:
to:

[format: hh:mm:ss]

Filter the alarms on time

Site:

—- No filter — ~

Micrelec 1
Micrelec 2
Micrelec 3
Micrelec 4
Test 1
Test2
Test 3
Test 4

Filter the alarms on Site

Status:

— No filter — |+~

Open
Cancelled
Closed
Auto-Closed
On-Hold

Filter the alarms on Status
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Image 8 Example of Filtering Alarm Tracking

Tracking - Alarms

Showing alarms with severity High and description ‘Pomp buiten dienst that are generated between 1/01/2017 and 11/07/2017 and between 9:00:00 and 12:30:00.

Change filter

| Alarm | Severity _______lDescription _______________JDate ________JTime _____JSite _______________|Status |

[ Alarm Export ]

6 8 High Fomp buiten dienst 11072017 12:01:43 Test @ lew

g a High Pomp buiten dienst 11/07/2017 12:01:43 Test @ lNew

[5 €3 High Pomp buiten dienst 11/07/2017 12:01:38 Test Auto-Closed
6 g High Fomp buiten dienst 1072017 12:01:37 Test Auto-Closed
& @ High Pomp buiten dienst 1/07/2017 11:27:18 Test ] C

The applied filter is described on top of the page.
If the overview takes more than one browser page:

== = Page |:| of 78 pages > ==

Click “17, “2”, “3”, “4” ... to display the corresponding page.
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6. 3. 2. Viewing alarm details

To view details of an alarm:

o Click the corresponding “Alarm ID” in the Alarm Tracking overview.

Alarm - Details

Alarm-ID: 870525
Dateitime: 11/07/2017 12:01:42

g Overview of the events that triggered the alarm:

Event-lD: 167332 Description: Pump out of order
Equipment: Pump Device: 1/ Subdevice: 0
Date/time: 11/07/2017 12:01:25
Property Value Description

RECSEQ 188501 Event record sequence number

gAlarm status history:

[Staws — [User  DatelTime ——  Actiondescripion
New P247 11/07/2017 12:18:42 Notified by mail : Dagelijkse verwerking (dvi@dats24.be)

New P247 11072017 12:18:42 Notified by mail : Dimitra Siopi (dimitra sicpi@dats24 be)

New P247 11/07/2017 12:18:42 Motified by mail : Coffemnils Erik {erik.c i .be)

New P247 11072017 12:18:42 Motified by mail : Diederik Debast [diederik debast@dats24 be)

Mew F247 11/07/2017 12:18:42 On-hold time out expired.

‘On-hold P247 11/07/2017 12:01:43 Created

Update the alarm status:

Table 12 Alarm and Event Details

Alarm Details Description

Alarm-ID Alarm ID

Date/time Date/Time of the initial alarm

Overview of the Gives an overview of the event(s) that triggered the rule to generate
events that an alarm. When the alarm is not Cancelled, Closed or Auto-Closed a

triggered the alarm new event of this kind will NOT trigger a new alarm but will be
cumulated with the rest of the events.

When an event is generated that triggers the rule of an alarm
confirmation, the alarm will be cancelled if the corresponding
Timeout of the alarm is not finished and no notification will be done.
When an event is generated after this Timeout the alarm will be
Auto-Closed and the corresponding Contacts will be informed.

By clicking the Event-ID it is possible to view the event details
directly.

Alarm status history | Gives an overview of the alarm history. An alarm is always created
On-hold. Depending on the existence of a Timeout, the status of an
alarm goes to New when the Timeout is expired, if not the alarm will
be cancelled and there will be no notification. If the alarm goes to
New there will be a notification if there are any Contacts active for
this alarm AND if those contacts have a valid email address or SMS
number filled in AND if “receive email” or “receive SMS” is checked
within the User Account.
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Alarm Details

Description

Update alarm status

When an alarm is not closed automatically, the user has to use the
“Update alarm status” to close the alarm if the problem is resolved
on site. If the alarm is not closed manually, no new alarms of this
kind will be generated. The events causing this alarm to trigger will
just be cumulated with the existing events.

With this feature it is also possible to re-open an alarm. The reason
why the alarm is Closed or re-opened can be filled in in the
Description field. Once filled in en saved by pressing the “Commit”
button, the description will be visible in the Alarm status history.

o Update the alarm status:

Status:
Description:

Commit

Manual Petrol 24/7
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6. 4. Tracking events

6. 4. 1. Viewing event tracking

To view all events received from all sites:

° In the main menu, click the “Alarms” button.
° In the “Alarms” menu, click “Tracking — Events”.

The browser gives the events received from all sites (see Image 9).

Image 9 Alarms Management - Tracking Events

Tracking - Events

Mo fiter apphed

| Description | Equipment Device | Subdevice | Generated

£646¢ Tastalarm (pani0aionl) Site Convoller | 0 | 11072017 1228 61 1107729
Testalarm (periodical) Site Convolier {o 0 | 1072017 11077290 ]
W3 e bl oPT 2 0 072
0t Testalar= |penclical) Site Convoller 1® 0 |
Testsiar= (pencdice Site Conveiler E 0
7146 Testalarm (pariodical) Ie 0 |
Tastalarm | panodionl| Se yeile ° 0
124 Teslalaess [pariodicnl) Site Conpetior 1e 0 |
CP hexg diflere~ce Taw K 0
€13 Testalarm (paniodical) : Site Cenveller I o 0 ]
Testalar= (panodicel| Conts E 0
Tastalaee [pariodicl) 1o 0 ]
Testalars (panodicell Site Cenvoiler = 0
Testalarm (paniodical) Site Convelier 1o 0 1072017 12 18.42 1
Testalar= (panodics Site Contalier 10 [ 11072017 1219 42
Testalarm (pencticel) Site Convaller 1D ] 1107/2017 12 1931 |
Testslar= (penodice Site Contelier |o 0 110772017 12190
Tastalar= (paricdical) Site Contciler 1o 0 1107/2017 1218.84 1
Tustalar= (pancdicel) Site Cortoiler E o 110772017 121800
Tertalmr= [pencaical) 1D ) 11072017 1217 %8 |
Twstatar= (panocical) {o 0 1072017 1217.98
Tastalarm (panodical) 1o 0 10772017 12.17.44
o Testalass ipariosient] 1o i :
Tastalae= (pariodical) Ib 0
26141 901 Testalar= (panod e 0
Testalarm | 1o [
Tusta o 0
018067 Tes {e 1o
Testaiarm [pariocice Ie 0
Testaiarm |canocical) - Is 0
< Page |1 of 3823 pege > »

Table 13 explains the details shown per event.
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Table 13 Details of Events Tracking

Iltem Description

Event ID Identifier used by the system to identify the P247 event.

Description Description of the event

Site Description of the Site where the event took place (taken from the site
description)

Equipment Equipment where the event took place, full description of the equipments and
events can be found in the SC-Events document.

Device The device id where the event took place, example 2 for EQuipment Pump
means “Pump 2”. Be aware that not all equipments have a device id

Subdevice The subdevice id where the event took place, example 2 for Equipment Pump
means “Nozzle 2”. Be aware that not all equipments have a subdevice id.

Generated Date the event is generated on site [format. dd/mm/yyyy hh:mm:ss]

Created Date the event is created in P247 [format: dd/mm/yyyy hh:mm:ss]

By default, all events are shown, but you can use the “change filter” button to filter by various options. Following
Table 14 gives the menu options.

Define filter

Event from: ‘ to: | |

Description:| -— Mo filter ——

Site: — No filter — v
Equipment: | — Mo filter — v|
Device: — No filter — ~

Subdevice: | — Mo filter -— ~

Date from: ‘to: ‘ ‘

Time from: |to: | |

Apply Cancel Reset
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Table 14 Filtering Events

Filter Options Description
Event from: Filter events on event id
to:

—- No filter — v

2010 OPT - 10xCard valdation fail

2010 OPT - 10xIFSF ols authorisation request fail
2010 OPT - 10xPin verification fail

2010 OPT - 3 Wrong PIN entries

2010 OPT - 3 x wrong pin with pan

2010 OPT - Bank note reader error

2010 OPT - Bank note reader ok

2010 OPT - Blocked BancCard Transaction I h
Descri ptiOhZ 2010 OPT - Card validation ok Filter t e events on
2010 OPT - Cardreader error descrlptlons-

2010 OPT - Cardreader OK

2010 OPT - Connected to SC

2010 OPT - Disconnected from SC

2010 OPT - Door close detected

2010 OPT - Door closed

2010 OPT - Door open

2010 OPT - Door open detected

2010 OPT - Exception File Cleared

2010 OPT - Exception File Detected v

— No filter — - Filter the events on a
particular site.

Micrelec 1
Micrelec 2
Micrelec 3
Micrelec 4
Test 1
Test2

ite* Test 3
Site: Test 4

Equipment: w-m“w-- ~ Filter the events on a
pvpy— partlcular equipment

P247

BNA

Banksys

Coin dispenser

EPS

10 Device

POS

Price sign

Pump

Site Controller

Tank

TMS
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Filter the events on a
particular device

Device:

=T N I =
>

R T e s e e
I = T ¥ T R

18 v

— No filter — |+

Filter the events on a
particular subdevice

Subdevice:

[ I Y

Date from: Filter the events on date
to:
Time from:

to:

[format: dd/mm/yyyy]

[format: hh:mm:ss] Filter the events on time

Image 10 Example of Filtering Events Tracking

Tracking - Events

Showing events with description 2010 OPT - Blocked BancCard Transaction for equipment 2010 OPT that are generated between 1/01/2017 and 11/07/2017 and between 9:00:00 and
15:43:00.

Change filter

[ S T TS T I B
7 Blodked BancCard Transaction Test 2010 OPT 11/07/2017 12:568:268 11/07/2017 13:28:20
Blodked BancCard T Test 2010 OPT 2 1] 110772017 122 11/07/2017 12:44:21
Blodked BancCard Transaction Test 2010 OPT 1 o 1107/2017 12:04:29 11/07/2017 12:21:13
169485 Blodked BancCard T Test | 2010 OPT 1 1] 10/07/2017 11:31:40 10/07/2017 15:40:03
169481 J Blodked BancCard Transaction Test 2010 OPT 2 o 10/07/2017 11:25:18 10/07/2017 15:40:01
162105/ Blocked BancCard T Test 2010 OFT 1 o 10/07/2017 10:22:01 10007/2017 11:09:21

The applied filter is described on top of the page.
If the overview takes more than one browser page:

FPage |:| of 78 pages = ==

o Click “17, “27, “3”, “4”

e =

. to display the corresponding page.
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6. 4. 2. Viewing event details

To view details of an event:

o Click the corresponding “Event ID” in the Event overview.

Event - Details

EventID: 1esaz5 Generated: 10/07/2017 11:21:40
Description:Blodked BancCard Transaction Created: 10/07/2017 15:40:03
Site 1D: 8082 Equipment: 2010 OFT

Site Name: Tielt (v}

RECSEQ

Devicel/Subdevice:1/0

Description

42313 Event record sequence number

Refer to Table 15 for description of details.

Table 65 Details of Completed Alarm Events

Iltem Description Example
Event-ID: Event Identifier P247 generated per site “18686”
Description: Describes the event, refer to Appendix A. “Low level reached”
Site ID: IDentifier of Site in which the event is occurred. “3367”
Site Name: Site name “109826 Test Lessines”
Generated: Date and time the event took place “1/09/2009 7:09:27”
[format: dd/mm/yyyy - hh:mm:ss]
Created: Date and time P247 received the event “1/09/2009 7:18:17”
[format: dd/mm/yyyy - hh:mm:ss]
Equipment: Equipment on which the event took place. “PU” (Pump)
Device: Devices of equipment on which the event took place. Pump number “3".
Subdevice: Sub device of device on which the event took place. Nozzle number “1”
(of pump “3").
Property description: Refer to Appendix A. “Event record sequence
Event number”
Properties: Property ID: Property IDentifier “‘RECSEQ” / “FILT”
Property value: Value “26580”
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6. 4. 3. Viewing event definitions

To view event definitions:

° In the main menu, click the “Alarms” button.
° In the “Alarms” menu, click “Definitions — Events definitions”.

The browser gives an overview of all events defined per equipment type and properties, if available. They are listed
in alphabetical order of description and completed with the MICRELEC Event Code.

Definitions - Event definitions

T

30101/20201 Site Controller SC has become operstionsl
30101/30202 Site Controller Testal
201041/20202 Site Controller SC power down received from UPS
30101/30204 Site Controller SC harddisk
20101/20205 Site Controller SC harddisk OK again
30101/30208 Site Controller Atftend mode on
30101/30207 Site Controller Attend mode off
301041/30208 Site Controller Test mode on
30101/30209 Site Controller Test mode off
301041/30210 Site Controller Last received price change effective
30101730211 Site Controller Duty call from host
30102/202412 Pump Disconnected from SC

Pump Connected to SC

Pump Pump out of order

Pump Pump in

Pump Pulse alarm

Pump Display slarm

Fump Nozzle not rehooked

Pump Prepay overshoot
30102/30405 Fump Null
30102/30406 Pump Pumpindex comupted
30102/30407 Pump Index emor
30102/20212 Banksys Banksys PTO: Disconnected from SC
30103/30213 Banksys Banksys PTO: to SC
20102/20216 Banksys Banksys PTO: Z-total request failed
30104/30242 2010 OPT Di: from SC
30104/30213 2010 OPT Connected to SC
30104/30214 2010 OPT Out of order
30104/30215 2010 OFT In cperation
30104/30217 2010 OPT No paper

e = Page I:I of 8 pages * ==

If the overview takes more than one browser page:

° Click “1”, “2”, “3”, “4” ... to display the corresponding page.
6. 4. 4. Viewing event definition details
To view details of an event definition:

o Click the corresponding Micrelec event-id in the overview.

Event definition - Details

Event 1D: 30101/30201
Equipment type:site Controller
Description: SC has become operstional

Description Value type

FILT Detections during delay filtration CcD
| RECSEQ | Event record sequence number [co
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6. 5. Tracking transactions

6. 5. 1. Viewing transactions tracking

To view all transactions received from all sites:

° In the main menu, click the “Alarms” button.
° In the “Alarms” menu, click “Tracking — Transactions”

The browser gives the transactions received from all sites (see 11).

Image 11 Alarms Management - Tracking Transactions

Tracking - Transactions

Showing transactions for site Gilly (W).
Change filter Transactions Export | [ Last Transactions
Site ransaction ransaction erminal erminal ransaction ransaction
Start End ype Sequence Nr Amount olume
342 & 2 11/07/2017 15:25:24 50,010 40,04
2 3 2017 15:24:04 Diesel 31 OPT 0 ©1,880 53,34
1 E /2017 15:23:53 Diesel 21 OFT 1 10,000 8,70
E B 2017 15:23:37 Eurcsuper 35 47 oPT H 20,010 2402
B B 2017 15:23:14 Diesel a7 oFT 1 280 28,52
7 E 11/07/2017 15:21:09 Eurcsuper 35 47 oPT 2 20,180 24,15
1 B 11/07/2017 15:18:59 Diesel 31 OFT ] 10,000 8,70
3 3 11/07/2017 15:14:18 Diesel 31 OPT 1 30.000 26.11
4 B 11/07/2017 15:11:59 Diesel 31 oPT 1 20,020 17,42
8 B 11/07/2017 15:10:32 35 47 OFT 3 45,000 36,02
5 B 11/07/2017 15:09:57 Diesel a7 oFT 2 47,880 2148
j H 3 Diesel 47 OPT 0 11,430 10,00
g E Diesel a7 oFT E 30,000 26,11
5 B Diesel 21 oPT 3 20,020 17,42
4 1 58 21 oFT 1 25,000 17.83
3 3 Diesel 31 OPT 1 20,000 28,11
1 B Diesel a7 oFT ] 30,000 28,11
4 B 35 31 OFT 1 8,210 457
& 2 Diesel 21 oPT 2 28,200 2454
E] 2 35 47 oPT 2 20,200 18,17
2 B Diesel a7 OFT 0 52,000 4613
H 3 Diesel 31 OPT 0 32,740 28,48
g E Diesel 21 oFT E 35,180 30,62
B 1 Superplus 98 47 OPT 2 12,000 5,27
G B Diesel 31 OFT H 40,020 3453
H H 35 31 OPT 1 10.140 812
4 B Diesel 31 oPT 1 10,000 8,70
E E Diesel 47 OFT z 45,500 4308
1 2 11/07/2017 14:46:19 11/07/2017 14:49:01 Diesel a7 oFT 0 20,830 7017
8 3 11/07/2017 14:45:02 11/07/2017 14:46:10 Diesel 47 OPT 3 35,000 30,46

Table 66 explains the details shown per transaction.
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Table 16 Details of Events Tracking

Iltem Description

ID Identifier used by the system to identify the P247 transaction.

Site Description of the Site where the transaction took place (taken from the site
description)

Pump Pump number

Nozzle Nozzle Number

Transaction Start Date and Time the transaction started [format: dd/mm/yyyy hh:mm:ss]

Transaction End Date and Time the transaction ended [format. dd/mm/yyyy hh:mm:ss]

Product Description of the Product that is taken

MOP Mop number of the transaction

Terminal Sequence | Terminal sequence number where the transaction took place

Nr

By default, all transactions are shown, but you can use the “change filter” button to filter by various options.
Following Table 17 gives the menu options.

Advanced search

Transaction from:| |to: | |

Site: — No filter — ]
Pump: — Mo filter —

Nozzle: -— No filter - ~

Date from: | to: | |
Time from: |to: | |
Value from: to:

Volume from: to:

Product: -— No filter -

MOP:

T
ermina —Nofiter —  ~

type:
Terminal
sequence nr: I:l

Apply || Cancel || Reset

Manual Petrol 24/7 pag. 52 /86

www.micrelec.be



http://www.micrelec.be/

@M!GREL EC

Table 17 Filtering Transactions

Filter Options Description
Transaction Filter transactions on
from: to: transaction id

— No fifter — ¥ Filter the transactions on

2 a particular site.

Micrelec 1

Micrelec 2

Micrelec 3

Micrelec 4

Test 1

Test 2
Site: Test 3

Test 4
Pump: ﬁ Filter the transactions for

0 a particular pump

1

2

3

4

5

G

7

8

9

10
Nozzle: ﬁ Filter the transactions for

0 a particular nozzle

1

2

3

4

5

6

7

g

9

10
Date from: [format: dd/mm/yyyy] Filter the transactions on
to: date
Time from: [format: hh:mm:ss] Filter the transactions on
to: time
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Product: Filter the transactions on
Super ASP product

Normale
Diesel

Lpg
Eurosuper 95
Gasolie

Euro Mormal

Superplus 98

Diesel EXTRA

Diesel Truck

AdBlue

Oil Diesel Mot

Petroleum

Mixed

— No filter — |v
Mop: Filter the transactions on

mop number

Terminal — Mo filter — |~ Filter the transactions on
type: Terminal type

OPT

ATTENTED

BMA

CONSOLE_POS

TEST
Terminal | Filter the transactions on
sequence Terminal sequence
nr: number

Image 12 Example of Filtering Transactions Tracking

Tracking - Transactions

Showing transactions for pump 1 that are generated between 1/01/2017 and 11/07/2017 and between 9:00:00 and 12:30:00 where the sold product was
Diesel.
[ Transactions [ Last
Change filter Export Transactions
Site: ransaction ransaction MOP (Terminal erminal ransaction ransaction
Start End ype Sequence Nr A mount 'olume

419168 1 3 11/07/2017 12:30:40 11/07/2017 12:31:32 Diesel 2585

1 3 11/07/2017 12:30:28 11/07/2017 12:31:36 Diessl oPT o 37120 3225

1 3 11/07/2017 12:30:32 11/07/2017 12:32:35 Diesel 31 oPT 1 78,830 88,78

1 2 11/07/2017 12:20:28 11/07/2017 12:21:04 Diesel El OPT 0 12,050 10,24

1 3 11/07/2017 12:30:20 11/07/2017 12:32:44 Digsel a7 oPT 1 93,610 82,19

_ 1 3 11/07/2017 12:30:15 11/07/2017 12:31:48 Diesel 31 OPT 1 50.070 42.78

1 3 1/07/2017 12:30.14 11/07/2017 12:30.55 Ciesel 31 oPT 1 20,270 17.85

1 3 11/07/2017 12:30:08 11/07/2017 12:31:30 Diesel 31 OPT 1 50,400 44,80

1 2 11/07/2017 12:30:05 11/07/2017 12:30:48 Diesel 21 oFT 0 20,000 17.51

The applied filter is described on top of the page.
If the overview takes more than one browser page:

= = Page |:| of 78 pages =* ==

° Click “1”, “2”, “3”, “4” ... to display the corresponding page.
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6. 5. 2. Viewing transaction details

To view details of an event:

° Click the corresponding “Id” in the Transaction overview.

Transaction - Details

ransaction-1D: 419168

Site 1D: 2085 Site name: Lovendegem (V)
Start transaction: 11/07/2017 12:30:40 End transaction: 11/07/2017 12:31:32
Fueling point ID: 1 Nozzle 1D: 3
Product code: 3 Product description: Diesel
[Tank 1D: 3 Seqnr / pump: 12
ITerminal type: 1 ITerminal nr: 1
MOP ID: 47 Seqgnr [ terminal: 4804
Amount: 30,060 € Volume: 25,851
Unit price: 1.172¢€ Prepay value: 117.200 €
Rounded value: 20,080 £
Index status: 1 Index value: 361921060
Index volume: 74485785
Type code: 0 [Transaction status: 2
Transaction error: 0 Booking seq nr SC: 1328
Software vers. 5C: 207 Book. seqnr Termin.: 1388
PAN nr OPT: 700547 Dicococoo! =50 EFT Transaction Flag.: 1
PAN nr Loyalty card: 0000000000000000000

See Table 18 for description of details.
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Table 18 Details of Transaction

Iltem Description
Transaction-ID: Transaction Identifier P247 generated per site
Site ID: IDentifier of Site in which the transaction is occurred.

Start Transaction:

Start Date and time the of the transaction
[format: dd/mm/yyyy - hh:mm:ss]

Fueling point ID:

Pump number

Product Code:

SC product code

Tank ID:

Master tank of the product

Terminal type:

Equipment type code
1: OPT

3: Attended

5: BNA mechanical
6: Console

8: Test

MOP ID:

ID of the MOP

Amount:

Total amount of the transaction

Unit price:

Unit price of the fuel

Rounded value:

Rounded amount of the transaction

Index status:

0: No information
1: Information
2: Index corrupt

Index volume:

Index in liters of the pump

Type code:

Not used at this point

Transaction error:

Error code from pump

Software vers. SC:

Software version of the Site Controller

Pan nr OPT: Pan number of the card if paid through OPT
Pan nr Loyalty card: Pan number if a loyalty card is used
Site name: Site name as defined in the Site Description

End transaction:

End Date and time the of the transaction
[format: dd/mm/yyyy - hh:mm:ss]

Nozzle ID:

Nozzle used for this transaction

Product description:

Product description as defined by the customer

Seqnr / Pump:

Transaction sequence number per pump

Terminal nr:

Terminal sequence number starting from 0

Seqnr / terminal:

Transaction sequence number per terminal

Volume:

Volume in liters

Prepay value:

Maximum amount that is allowed for this transaction

Index value:

Index in amount of the pump

Transaction status:

2: registrated transaction
7: sending transaction to logger failed
8: sending transaction to logger succeeded

Booking seq nr SC:

Site Controller booking period sequence number

Book. Seq nr Termin.:

Terminal booking period sequence number

Eft Transaction Flag.:

0: Online transaction
1: Offline transaction
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6. 6. Tracking status

6. 6. 1. Viewing status tracking

To view all statuses received from all sites:

° In the main menu, click the “Alarms” button.
° In the “Alarms” menu, click “Tracking — Status”.

The browser gives the statuses received from all sites (see Image 13).

Image 13 Alarms Management - Tracking Statuses

Tracking - Status

Mo filter applied.
Change filter Cavto refresh
| Siteid __fsie ___________|Date ___|Time __|Status | SCIP1[P2P3P4 PS PG P7lPY T T2 T3 T4 1516 17 T8 01 02 03 04 UPS
2033 Test L 11/07/2017 15:57:48 Q Ermor FIFI) Qoo
8104 Test 11/07/2017 15:32:25 @ Emor FI I ) DD D DD
8090 Test . 11/07/2017 15:40:33 @ Emor J (D999 (Q]|9|19/9/9/9(99 999|999\ 9
8016 Test 1072017 15:47:22 \J Emor J J J J \J J J J J J J
3005 Test M/07:2017 155128 Q@ Eror FIFIFIEF) 29099 999
8035 Test 11/07/2017 15:45:01 Nomal FIIF] * 10 JH+ ] *]
8019 Test o 11/07/2017 15:40:12 Normal J J J J J J J J J J
8056 Test 11/07/2017 15:54:39 Normal FIFIFIE) IR I
2047 Test 11/07/2017 15:51.02 Normal * 11" ] QD DD *]
Table 19 explains the details shown per status.
Table 19 Details of Events Tracking
Iltem Description
Site-ID Identifier used by the system to identify the P247 Site.
Site Description of the Site (taken from the site description)
Date Date when the last status was taken form the site [format: dd/mm/yyyy]
Time Time when the last status was taken from the site [format: hh:mm:ss]
Status Status of the site:
Normal: no problems on site
Error: problem(s) on site
Dated: it has been to long a valid state was processed by the system

The states are defined by a selection of rules and conditions. These rules and conditions are not scope of this
document and are defined by MICRELEC as agreed with the customer.
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By default, all sites are shown, but you can use the “change filter” button to filter by various options. Following
Table 20 gives the menu options.

Define filter
Site group: — Mo filter —
Site: -— No filter — v

Status: -— No filter —

Apply Cancel Reset

Table 20 Filtering Statuses

Filter Options Description
Site group: Fi_lter statuse_s on site group as defined by the user in the
Site Group List
Site: Filter the statuses on a patrticular site.
Status: — Mo filter — |~ Filter the transactions on a particular status
Error
Normal

Image 14 Example of Filtering Statuses Tracking

Tracking - Status

Showing the status for sites that belong to group All Sites with a status of Normal.

Change filter [Mauto-refresn
[Sieid —Ste — IDawe  |Time _|Sws | SCPYP2P3 P4 Pa PaPTPA I 1213 T4 1916 1718 0702 03 04 UPS
8035 Test 12/07/2017 5:11:15 Nermal FIIF) ool 9

8019 Test 12/07/2017 9:16:16 Normal M) M) 29

8056 Test 12/07/2017 5:02:44 J Mormal 2 Q990D VIIID DI QI
8047 Test - 1200772017 9:31:39 Normal 2 Q 2 olala 7]

2023 Test 12/07/2017 9:13:35 Normal 1)

8087 Test . 12/007/2017 9:18:01 Nomal QDD D QDD DD D QP

2031 Test 12/07/2017 9:29:17 Nermal ololaola ololala 2la

The applied filter is described on top of the page.
If the overview takes more than one browser page:

== = FPage |:| of 78 pages = ==

. Click “17, “2", “3", “4

” ... to display the corresponding page.
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6. 6. 2. Viewing status details

To view details of a status:

° Click the corresponding “Site-id” in the Status overview.

Status - Details

Site: Test
Dateitime: 12/07/2017 8:11:18

Overview of the equipment on this site:

Equipment: Sitecentroller
Device: 1
Subdevice: 0

» Equipment: Pump
Dewice: 1
Subdevice: 0
Reported state:
* Authorised but no transaction

Equipment: Fump
Device: 2
Subdewice: 0

d Equipment: Fump
Device: 3
Subdevice: 0

» Equipment: Fump
Daewice: 4
Subdevice: 0
Reported state:
* Authorised but no transaction

) Equipment: Pump
Device: 5
Subdewvice: 0

) Equipment Pump
Device: &
Subdewice: 0

Equipment: Vaporix
Dewice: 1
Subdevice: 0
Reported state:

* Side A

Equipment: Vaporix
Device: 2
Subdewvice: 0
Reported state:

* Side B

Equipment: Vaporix
Device: 3
Subdevice: 0
Reported state:

= Side B

Equipment: Vaporix
Dewice: 4
Subdevice: 0
Reported state:

* Side A

) Equipment: Tank
Device: 1

Subdevice: 0

Equipment Tank
Device: 2
Subdewvice: 0

) Equipment: Tank
Device: 3
Subdevice: 0

) Equipment: Tank
Dewvice: 4
Subdevice: 0

) Equipment: Tank
Device: &
Subdevice: 0
Reported state:

# Ngo info

) Equipment: Terminal
Dewvice: 1
Subdevice: 0

Equipment Terminal
Device: 2
Subdewice: 0

) Equipment: Terminal
Device: 3
Subdevice: 0

) Equipment: Terminal
Device: 4
Subdevice: 0

When viewing de Status details, all equipment on site is shown along with its corresponding status. If no problem is
detected all statuses are green. If an error is detected, the status of that type of equipment becomes red and the

problem is mentioned.

\J Equipment: Fump
Dewice: 1
Subdewvice: 0
Reported state:
* Jut of service
» Disconnected

\J Equipment: Pump
Dewice: 2
Subdewvice: 0
Reported state:
* Ot of service
* Disconnected
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7. STATISTICS MANAGEMENT

To access the Statistics management part:

° Click the “Statistics” button in the main menu.

Sia

Note that “Statistics” is active after successful log in of Petrol 247.
The menu shows the submenus.

7. 1. Transaction analysis

7.1. 1. Introduction

The purpose of alarms generated based on frequency of transactions is to detect out of service situations of site
equipment. The alarms generated will notify those responsible for the site so that they can take the appropriate
action. This aims to help reduce overall downtime.

Mop, pump and terminal transactions will be analyzed to determine if their frequency is above or below a threshold
defined as to be expected.

Transactions will be stored per site in a database for the time necessary to perform analysis. A per site, per
terminal, per pump, per nozzle transaction behavior will be learned by the application. This transaction behavior will
be continuously re-evaluated based on new transaction information received. Statistic information will be updated
on a daily base for each hour.

Unattended sites - which should be operational 24hours a day, 7 days a week regardless of working days,
weekends or holidays - will be analyzed by the application. The transactions will be provided for analysis in batches
on a predefined time schedule.

7. 1. 2. Analysis list
To access the analyses list:

° In the main menu, click the “Statistics” button.
° In the “Statistics” menu, click “Analysis list”.

The browser gives an overview of the analyses for each station, per mop, pump and terminal.

The results are displayed for every timeframe of the day. There are 24 timeframes in a day, starting from 0 (O to 1
am) and ending on 23 (11 to O pm).
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Statistics - Analyses list

Image 15 Transaction analysis — Analysis list

Change filter

Mo filter applied.

e ftename Type 0 sub b imofame St nabss s 1]

[View] 101120 MOF 0 12/01/2017 0:32:33 13/07/2017 23:32:52 Valid [Pause] [Stop] [Restart]
[View] 2082 101130 MOP 3k |0 o 12/01/2017 0:232:33 1307/2017 23:32:62 Walid [Fause] [Stop] [Restart]
[View] 2082 101120 MOP 42 |0 0 /2017 0:20:55 Learning [Restarf]
[View] | 2082 101120 MOP 44 |0 0 27/02/2017 0:00:23 Valid [Pause] [Stop] [Restarf]
[View] | 2082 101120 MOP 25 [0 0 12/01/2017 0:32:33 Valid [Pause] [Stop] [Restari]
[View] 2082 101130 MOP 50 |0 a 3022017 1:28:05 20/08/2017 0:05.04 Walid [Pause] [Stop] [Restart]
[View] 2082 101120 MOP 52 |0 0 12/01/2017 0:32:33 8/07/2017 0:29:30 Valid [Pause] [Stop] [Restarf]
[View] 2082 101130 MOP 54 |0 a 12/01/2017 0:22:23 1307/2017 23:32:52 Valid [Pause] [Stop] [Restart]
[View] 2082 101120 PUMP 1 0 0 12/01/2017 0:32:33 13/07/2017 23:32:52 Walid [Pause] [Stop] [Restarf]
[View] 2082 101130 PUMP 2 0 a 12/01/2017 0:32:33 1307/2017 23:32:52 Valid [Fause] [Stop] [Restari]
[View] 2082 101120 PUMP 3 0 0 12/01/2017 0:32:33 13/07/2017 23:32:52 Valid [Pause] [Stop] [Restarf]
[View] 2082 101130 PUMP 4 0 a 12/01/2017 0:32:33 1307/2017 23:32:52 Valid [Fause] [Stop] [Restari]
[View] 2082 101130 TERM 1 i) o 12/01/2017 0:32:33 13072017 23:32:52 Walid [Fause] [Stop] [Restart]
[View] 2082 101130 MOP 21 |0 1 12/01/2017 0:32:33 1307/2017 23:32:52 Valid [Fause] [Stop] [Restart]
[View] 2082 101130 MOP 3F |0 1 12/01/2017 0:32:33 1307/2017 23:32:52 Walid [Fause] [Stop] [Restart]
[View] 2082 101130 MOP 44 |10 1 10052017 1:13:50 1307/2017 23:32:52 Valid [Fause] [Stop] [Restart]
[View] | 2082 101120 MOP 45 |0 1 12/01/2017 0:32:33 2/07/2017 23 Valid [Pause] [Stop] [Restarf]
[View] 2082 101130 MOP 50 |0 1 12/01/2017 0:32:33 1072017 23:32:52 Valid [Pause] [Stop] [Restart]
[View] 2082 101120 MOP B2 |0 1 19/03/2017 0:21:00 10/08/2017 0:57.45 Walid [Fause] [Stop] [Restart]
[View] 2082 101120 MOP 52 |0 1 2/05/2017 0:54:10 1307/2017 23:32:52 Valid [Pause] [Stop] [Restarf]
[View] 2082 101120 MOP B4 |0 1 12/01/2017 0:22:23 1/04/2017 0:55:38 Valid [Fause] [Stop] [Restart]
[View] 2082 101120 PUMP 1 0 1 12/01/2017 0:32:33 1307/2017 23:32:52 Valid [Pause] [Stop] [Restart]
[View] 2082 101130 PUMP 2 o 1 12/01/2017 0:22:23 1307/2017 22:32:52 Walid [Pause] [Stop] [Restart]
[View] 2082 101120 PUMP 3 0 1 12/01/2017 0:32:33 1307/2017 23:32:52 Valid [Pause] [Stop] [Restarf]
[View] 2082 101120 PUMP 4 o 1 12/01/2017 0:22:23 14/04/2017 0:58.08 Valid [Pause] [Stop] [Restart]
[View] 2082 101120 TERM 1 0 1 12/01/2017 0:32:33 1307/2017 23:32:52 Valid [Pause] [Stop] [Restarf]
[View] 2082 101130 MOP 21 |0 2 12/01/2017 0:32:33 13/07/2017 23:32:52 Walid [Fause] [Stop] [Restari]
[View] 2082 101120 MOP a5 |0 2 12/01/2017 0:32:33 1307/2017 23:32:52 Valid [Pause] [Stop] [Restarf]
[View] 2082 101130 MOP 45 |0 2 13/05/2017 0:25:31 13/07/2017 23:32:52 Valid [Fause] [Stop] [Restari]
[View] 2082 101130 " MOP 52 |0 2 23/05/2017 0:28:40 1307/2017 23:32:52 Learning [Restart]
= < Page l:l of 1812 pages = =

\ERIVE
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Table 21 Details of Analyses list

Iltem Option Description
Site-ID Identifier used by the system to identify the P247 Site.
Site name Description of the Site (taken from the site description)
Type MOP Type of the analysis
TERM
PUMP
ID ID of the Type example PUMP 1
Sub ID Sub ID of the TYPE
Timeframe 0..23 Timeframe of the analysis
Start Date and time of first transaction that is taken to calculate the
average
Last Analysis [format: Date and time of the last transaction that is taken to calculate the
dd/mmlyyyy - average
hh:mm:ss]
Status Valid The Learning period can be set by Torex in the config file. This
Learning learning period should be big enough to calculate a valid average
Stopped for the transactions. The learning period will verify if there is
On Hold enough data available to make a decent average calculation.
A statistic analysis will initially have the status "LEARNING" (or
code 0). This means that the results that this analysis contains
are not considered "VALID" (or code 1). The status of the
analysis changes when the learning period has been completed.
This means that upon creation of the analysis, the analysis’
property "StartDateTimeStamp" is set to the date of the first
transaction of the collection of transactions the analysis is based
on. Once set, this property's value does not change.
The LastDateTimestamp property will get the date of the last
transaction. This means that we can use these two properties to:
a. Get the date of the earliest transaction this analysis is (was)
based upon
b. Get the date of the last transaction this analysis is based upon.
Every time the analyses are created / updated a check is
performed where the start date is increased by the learning
period value and the resulting date is compared to the
"LastDateTimestamp". If the "LastDateTimestamp" is older then
the start date + learning period, the status of this analysis is set to
"VALID" (1).
[Pause] On Hold Pause the analysis for a certain time frame
[Stop] Stopped Stop the analysis for a certain time frame
[Start] Start the analysis for a certain time frame
[Restart] Delete all average calculations of all time frames for this site.

By default, all analyses are shown, but you can use the “change filter” button to filter by various options. Following
Table 22 gives the menu options.
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Define filter

Site: -— No filter — ~
Type: — No filter — ~|
ID

Sub ID

Time frame: — No filter — v|

Date from: | to: | |

Time from: |to: | |
Status: —- No filter —— ~

Apply | Cancel  Reset

Table 7 Filtering Analyses

Filter Options Description
Site Filter the analyses on a particular site.
— No filter — |~ Filter the analyses on a particular type.
MOP
Type PUMP
TERM
MULL
ID Filter the analyses on a particular ID.
Sub ID Filter the analyses on a particular Sub ID.
Time frame | 0..23 Filter the analyses on a particular time frame.
Date from [format: dd/mm/yyyy - Filter the analyses on a particular Date.
to hh:mm:ss]
Time from [format: dd/mm/yyyy - Filter the analyses on a particular Time.
to hh:mm:ss]
Status — No filter — |~ Filter the analyses on a particular Status.
Learning
Valid
On hold
Stopped
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Image 16 Example of Filtering Statuses Tracking

Statistics - Analyses list

Showing analyses for site 11111 Test - Micrelec123456 and time frame 5 with type TERM and status Valid.

Change filter

Site name ime frame

view] | 2082 11111 Test - Micrelec123456 TERM |1 |0 5 12/01/2017 0:32:33 13/07/2017 23:32:52 Valid [Pause] [Stop] [Restar(]

The applied filter is described on top of the page.

If the overview takes more than one browser page:

== = Page I:I of 78 pages > ==

° Click “1”, “2”, “3”, “4” ... to display the corresponding page.

7. 1. 3. Viewing anaylis detalil

° In the overview, click the “View” you want to see details of.

Analysis Detail

Site ID: 2082 | Site nEmE:| 11111 Test-Micrelec123456 |
Time frame: |5 | Type: |TEF{M | ID:|1 | Sub ||:.~:|:|

Mo Tu We Th Fir Su
Time frames |2 a8 i i 5 i i’
Transactions|7 5 5 < 2 1 0

Table 23 Details of Analysis

Iltem Description

Site ID Identifier used by the system to identify the P247 Site.
Site name Description of the Site (taken from the site description)
Time Frame Current time frame of the details

Type Equipment Type (MOP, TERM or PUMP)

ID Device ID

Sub ID Sub device ID

For each day of the week the average transactions of the current time frame is calculated and mentioned under
Transactions. The number in the Time Frames column shows how many times frames where used to make this
calculation. (3 weeks in this example)
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7.1. 4. Weight list

To access the weight list:

° In the main menu, click the “Statistics” button.
° In the “Statistics” menu, click “Weight list”.

Through the weight list, the user can define the thresholds used to determine when an event should be generated.
These can be defined per site.

Image 17 Transaction analysis — Weight list
Statistics - Weight List

Mo filter applied.

Change filter

e Sietome ——————————————————————————————————————————————

[view] | 8037 |Test
[View] | 8058  [Test
[View] | 8011 Test

8080 Test
2002 Test

1

1

1
w] | 8018 | Test _
]

1

1

Miew] |o0e2 | Test
Table 24 Details of Weight list
Iltem Option Description
Site-ID Identifier used by the system to identify the P247 Site.
Site name Description of the Site (taken from the site description)

By default, all analyses are shown, but you can use the “change filter” button to filter by various options. Following
Table 25 gives the menu options.

Define filter
Site: — No filter — v]

Apply Cancel Reset
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Table 25 Filtering Weight

Filter Options Description
Site Filter the weight list on a particular site.

Image 18 Example of Filtering Weight list

Statistics - Weight List

Showing the status for site Test

Change filter

The applied filter is described on top of the page.
If the overview takes more than one browser page:

= = Fage |:| of 78 pages = ==

° Click “1”, “2”, “3”, “4” ... to display the corresponding page.
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7.1.5. Viewing and editing the weight list
o In the overview, click the “[View]” link of the site for which you want to view or edit the weight list.

Statistical Weight Details

[ Site: Test

00hrs O1hrs 02hrs 0Zhrs Odhrs 05hrs 0Ehrs OThrs 02hrs 0Bhrs 10hrs 11hrs
Pos:{100 100 100 100 100 100 100 100 100 100 100 100

Neg:100 100 100 100 100 100 100 100 100 100 100 100

12hrs 13hrs 14hrs 15hrs 18hrs 17hrs 18hrs 19hrs 20hrs 21hrs 22hrs 23hrs
Fos:| 100 100 100 100 100 100 100 100 100 100 100 100

Neg:| 100 100 100 100 100 100 100 100 100 100 100 100

Save Delete

Thresholds can be set in percentages for each time frame. Both a positive and negative percentage can be set.
Minimum is 0 and Maximum is 100.

7. 1. 6. Sliding window

The Sliding Window can be set by MICRELEC in the config file. The analyses are calculated on a collection of
transactions. This collection of transactions consists of every transaction for a given site that has occurred after a
certain date. This date is calculated by subtracting the value of the sliding window from the current date. The
average calculations will “slide” from day to day.

NOTE THAT: even though an analysis may be updated by calculating it for a given collection of transactions that
span from the calculated date until today, the StartDateTimeStamp property of the analysis is only set when the
analysis is first created and not when updating an analysis.

The reason for this sliding window is that we want to ensure that the statistical data we generate here is relevant for
the current situation at the concerning site. If no sliding window is respected, we could base our results on
transactions that took place too long back to be of any use for instance. The bigger the Sliding Window is set the
slower the average calculation will react on sudden changes but the more accurate the calculation will be.

7. 1. 7. Statistic analyzer service

The Statistic Analyzer service will transactions and calculate statistical information from the received transactions.
Transactions will be analyzed when new ones are posted in the database. The result of these analyses is statistic
information that is used to evaluate against the current site transaction behavior and to update stored statistics.
Per monitoring equipment an event definition is created. For every site an average of transactions for every hour in
a day is calculated per terminal, per pump and per mop. A week is divided into seven days, each day divided into
24 timeslots. Every timeslot has a weight indicating the thresholds for that timeslot. Events will be created when
abnormal frequency of usage is detected for the monitoring equipment. An alarm definition could then lead the
events to an alarm
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7. 1. 8. Event Generator

The event generator will run on a defined schedule, typically every 60 or 120 minutes. It will load the statistical
analysis table, what is known as a normal behavior for this statistic type, and check if the statistic information can
be used. (Check if the status is valid)

If all information is valid, it will calculate the difference between the actual site behavior and the statistic behavior,
and verify this with the allowed thresholds defined in the Weight List for the current time frame. If unexpected
behavior is detected, it will generate an event.

The events can be used to generate alarms by defining alarm rules. These alarms can be activated for a site by
adding the site into the alarm definition.
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8. CARD MANAGEMENT

This chapter gives a description and procedures for managing blacklist cards:

o Viewing the Cards Blacklist, removing manually blocked cards from the Blacklist and moving cards blocked
by velocity from Blacklist to Velocity Override List (8.1.1. Viewing cards blacklist).

o Terminology used (8.2. Terminology used on card management pages).

o Manually blocking cards for a certain period and manually unblocking cards (8.3. Manually blocking and
unblocking cardsFout! Verwijzingsbron niet gevonden.).

o Viewing the Velocity Override List, removing cards from the Velocity Override List (8.4. Velocity override list).

o Moving cards, blocked by velocity, for a certain period from Blacklist to Override List (8.5. Adding to velocity

override list).
To access this part of the P247 application:

° In the main menu, click the “Cards” button.
Cards~

The menu shows the submenu

8. 1. Cards blacklist

8. 1. 1. Viewing cards blacklist

To view blocked cards:

° In the “Cards” menu, click “Blacklist — Blacklist Overview”.
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Image 19 Card Management - Cards Blacklist

Blacklist - Overview

7005470318916289 Velocity <not available> Unblock card [ Show Transactions ]
TO05470851762509 Velocity <nct available= Unblock card [ Show Transactions ]
7005470895810336 elocity <not available® Unblock card [ Show Transactions ]
TO0E47089923686845 Velocity <not available= Unblock card [ Show Transactions ]
7005470934531513 Welocity <nct availablex Unblock card [ Show Transactions ]

The initial page gives the codes of the first ten cards on the blacklist.

o To view the previous or next (ten) cards, click the <Forward> or <Reverse> buttons (only P247, no browser
buttons).

If you want to change the displayed cards in the list, enter a value next to “Only show PAN'’s that begin with a
number greater than or equal to:”.

Only show PAN's that begin with a number greater than or equal to: 10 Show

The card management pages give an overview of the Blacklist cards and the way they are blocked.
Via these P247 pages you can unblock cards for an undefined time by:

° Removing manually blocked cards from the Blacklist.
° Adding cards blocked by velocity to the Override List.
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8. 2. Terminology used on card management pages

This part gives an explanation of the terminology used in Card Management pages.
Refer to the Images in this chapter.

“Card Pan”, “Card Number”: Primary Account Number of the client card.
The card PAN must contain only numerals.

“Format”: Part of the card PAN that is common for a group of cards as defined by the
company.
Use this drop down menu to select “Format” and associated company.

“Type”: Use the radio buttons to select the action type:
= "Block” Put on the Blacklist.
= “Unblock”remove from the Blacklist.

“Manually Blocked Until”: Indicates date and time until which the card will stay manually blocked, i.e.,
will be on the Blacklist.

Period: Use the radio buttons to select the period of time during which:
= A manually blocked card will be on the Blacklist.
= A card blocked by velocity will be on the Velocity Override List.
You can select one day, one week or one month.
“Remove Manual Blocking” Use this command to unblock the manually blocked card, i.e., to remove it
from the Blacklist.

“Blocked by Velocity”: Indicates the card has been blocked by a velocity check application, its
Pan code is included in the Blackilist.
The blacklist card cannot be used as long as it is on the list. However, it
can be unblocked by adding it to the Velocity Override List.

Velocity Override: Override the blocking of a blacklist card by putting it on the Override list for
a defined or undefined period of time.

“Add to Velocity Override List™: Use this command to add the Blacklist card to the Velocity Override List.

“Search” Use this command to search a card in the Blacklist or Override List after

entering the code.

“Show” Use this drop down menu to select the number of cards shown per
Blacklist or Override List page.
You can select 10, 20 or 50 items per page.

“Group Blocking”: Actually not used (future application).
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8. 3. Manually blocking and unblocking cards

8. 3. 1. Accessing this page

° In the “Cards” menu, click “Manual handling - Block/Unblock card”.

Via this P247 “Card Blacklisting” page you can:

° Manually block cards for a certain period of time.
° Unblock cards that have been manually blocked.
Manually block a card Manually unblock a card
PAN{ 700547 + ||| PAN: 700547 ||
lIN: 7oo547 lIN: 7o0s47
Description: Micrelec Description: Micrelec
Blocking period: Unklodk
@Dne Day
ODI‘IE Week
ODnE Manth
Blodk Card

The “Block Card” button (Manually block a card), allows to manually put cards on the Blacklist for one day, one
week or one month. The “Unblock” command (Manually unblock a card), allows you to remove cards from the
Blacklist.

8. 3. 2. Manually blocking/ unblocking a card

This procedure describes blocking and unblocking cards.
Only blocking is shown in the example, but unblocking is performed in a similar way.

o In the “Cards” menu, click the “Blacklist Overview” submenu and verify whether the card is on the Blacklist.
o In the “Cards” menu, click the “Block card” button and in the “PAN” data field, enter the Card PAN code. You
can do it in two ways:
° Either enter the entire code.

Or select the applicable “Format” from the drop down menu and complete the code.
In the example above, the PAN format is ‘700547’

° In case of Blocking, select the period during which you want the card to be blocked (one day in the
example above).
° Click the “Block card” button to confirm.
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If the operation succeeded, a message shows that this card has been successfully blocked/ unblocked.

Manually block a card

|® Card 7005470319916289 is now blocked!

PAN 700547+ |[p318918
IIN: 700547
Description: Micrelec
Blocking period:

©0ne Day
OOHE Week
OOne Month

Blodk Card

It will appear on the Blacklist Overview.

If not, you will get an error message.
Example:

Manually block a card

PAN: 700547 ||sbc:|Efg Invalid card PAN
IIN: 700547
Description: Micrelec

Blocking period:

©0ne Day
oOnE Week

OOHE Month
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8. 4. Velocity override list

8. 4. 1. Viewing velocity override list

o In the “Cards” menu, click “Velocity handling — Velocity overview”.

Image 20 Card Management - Velocity Override List

Velocity override list - Overview

E| 5

The Velocity Override List contains all the cards that were blocked by a velocity check application, but that have
been unblocked by an override command.

The Velocity Override of these cards can be performed:

o Via the “Blacklist” menu with an “Add to Velocity Override List” command.

o Via the “Add to Override List” menu with an “Add” command.

o Use the <Forward> and <Reverse> buttons to scroll through the pages.

o Use the <Show> button and the drop down menu to define the number of displayed cards.
o Use the <Search> button to search a card via its PAN code.
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8. 4. 2. Removing a card from the override list

o In the “Cards” menu, click “Velocity handling — remove card from velocity list”
o In the following screen, enter the PAN and its format.

Image 20 Card Management - Removing a Card from the Override List

Velocity override list - Remove a card
PAN:| 700547 v||

lIN: 700547
Description: Micrelec

Remowve Card

o Click the “Remove Card” button to confirm.
The card will disappear from the Override List (unblocked cards) and reappear in the Blacklist (blocked cards).
If this action failed, you will see the following message:

Velocity override list - Remove a card

'@' Failed to remove the card from the override list!
J Please verify that you entered the number correcthy.

PAN:| 700547 -~ || 1212121

IIN: 700547
Description: Micrelec

Remove Card

Click <Back> if you want to cancel this operation.
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8. 5. Adding to velocity override list
8. 5. 1. Accessing this page

o In the “Cards” menu, click “Velocity handling — Add card to velocity list”.

Via this P247 page you can unblock blacklist cards for a certain period of time. These cards were originally blocked
by a velocity check application .

Image 21 Card Management - Removing a Card from the Override List

Velocity override list - Add a card
PAN: 700547 |||

lIN: 700547
Description: Micrelec
Blocking period:

@Dne Day
ODI‘IE Week

ODI‘IE Manth

Add Card

The “Add card” command allows putting a blocked card on the Override List for one day, one week or one month.
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8. 5. 2. Adding a blocked card to the override list

° First, you have to be certain that the blocked card is on the Blacklist.
You can look it up via the “Blacklist Overview” menu, for example, by copying its code.

There are two ways to enter the blocked card’s PAN code:

o If you know (or copied) the PAN code, enter (or paste) it in the “PAN” data field.
o If you can find the blocked card’s “Format” in the drop down menu, the card is issued by one of the
mentioned companies:
° Select the appropriate “Format” to have this code part filled in.
In the example above, the format is 700547’
° Complete the PAN code.
° Select the period during which you want the card to be unblocked. In the example above, the period is one
day.
o Click the “Add card” command.

If successful, this card is put on the Override List and will disappear from the Blacklist. If not, error messages will
appear.

A wrong or non-existing card PAN will not be accepted.
In following example, the entered Card PAN contains non numerical characters:

Velocity override list - Add a card

PAN:[ 700547 | |abcdefg Invalid card PAN
IIN: 700547
Description: Micrelec
Blocking period:

@Cme Day
OOI‘IE Week

OOI‘IE Month

Add Card

8. 6. Card Descriptions

Only authorized users have access to this functionality. This part is not described in the manual.
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9. Reports

This chapter gives a description on how to use the Petrol 247 reporting tool. There are 3 types of reports:

o Sales report: report of sales, expressed in amount, volume or per MOP, for a specific site or for a group of
sites.

o Fuel price report: report of the progression of the fuel prices for a specific site.

o Tank analyse report: report of the wet stock status for a specific site.

To access this part of the P247 application:

o In the main menu, click the “Reports” button.

The menu shows the submenu.

Note that “Statistics” is active after successful log in of Petrol 247.

9. 1. Sales Report

To create sales reports:

° In the main menu, click the “Reports” button.
° In the “Reports” menu, click “Sales Report” button.

The browser gives access to a filter.

Image 23 Sales Report - filter

Reports - Sales Report

No filter applied.
Change filter

You can use the “Change filter” button to filter by various options. Table 26 gives the filter options.

Define filter
Site group: | All Sites ~
Site: — No filter — v

Date from: |1/01/2017 |to:‘1f0?f201? \

Type: -— Mo filter —

Show Total:[]

Apply || Cancel | Reset
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Table 26 Filtering Sales Report

Filter Options Description
Filter statuses on site
. group as defined by the
Site group user in the Site Group
List
— No filter — v Filter the statuses on a
2 particular site.
Micrelec 1
Micrelec 2
Micrelec 3
Micrelec 4
Test 1
Test 2
Site Test 3
Test 4
Date from [format: dd/mm/yyyy] Filter the transactions on
to date
Type — Mo filter — |~ Select the type of sales
report you would like to
Amount create: based on amount,
Volume volume or MOP.
MOP
Show Total Show Total ] Tick the box to show the
totals.

Below you will find examples of the different types of sales reports.

Image 24 Example Sales Report — Amount

Mormale === [igse| == Eurcsuper 35 Superplus 98  we——Total

Total Amount for this period: 3441482
Total Volume for this period: 2787628
Average Amount a day: 42
Average Volume a day: 35
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Image 25 Example Sales Report — Volume

Mormale === Diege| == Eurosuper 35 Superplus §8 = Total

Total Amount for this period: 1024720
Total Volume for this period: 841847
Average Amount a day: 40

Average Volume a day: 31
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Image 26 Example Sales Report — MOP

Mop Number | Mop Description | Total Transactions | Average Transactions
20 Test o o

31 5586 180
22 Maestro [E4 =3
(== [Visa 151 4
45 EC/MC 134 4
|47 Dats24 [7187 23z

Totsl Transactions for this period: 13132
Aversge Transactions & day: 422
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9. 2. Fuel Prices Report

To create fuel prices reports:

° In the main menu, click the “Reports” button.
In the “Reports” menu, click “Fuel Prices Report” button.

The browser gives access to a filter.

Image 27 Fuel Prices Report - filter

Reports - Fuel Prices Report

Mo filter applied.
Change filter

You can use the “Change filter” button to filter by various options. Table 27 gives the filter options.

Define filter

Site group: — MNo filter —

Site: — No filter — ~|
Date from: ‘10: ‘ |

Status: --- No filter —

Apply | | Cancel || Reset
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Table 27 Filtering Fuel Prices Report

Filter Options Description
Filter statuses on site
. group as defined by the
Site group user in the Site Group
List
— No filter — v Filter the statuses on a
2 particular site.
Micrelec 1
Micrelec 2
Micrelec 3
Micrelec 4
Test 1
Test 2
Site Test 3
Test 4
Date from [format: dd/mm/yyyy] Filter the transactions on
to date

Below you will find an example of a fuel prices report.

Image 28 Example Fuel Prices Report

Mormale === [icsel === Eurosuper 55 Superplus 58
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9. 3. Tank Analyse Report

To create fuel prices reports:

° In the main menu, click the “Reports” button.
In the “Reports” menu, click “Tank Analyse Report” button.

The browser gives access to a filter.

Image 29 Tank Analyse Report - filter

Reports - Tank Analyse Report

No filter applied.
Change filter

Visual Tank Information

You can use the “Change filter” button to filter by various options. Table 28 gives the filter options.

Define filter

Site: — No filter — ~|
Tank Number: — No filter — |

Date from: |to: ‘ |

Apply || Cancel || Reset
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Table 28 Filtering Tank Analyse Report

Filter Options Description
— No filter — v Filter the statuses on a
particular site.

Micrelec 1
Micrelec 2
Micrelec 3
Micrelec 4
Test 1
Test 2

Site Test 3
Test 4

— No filter — |~ Filter the tank on a
particular site.

1
2
3
4
5
]
Tank 7
Number 8
9
10
11
12
13
14
15
16
Date from [format: dd/mm/yyyy] Filter the transactions on
to date

Below you will find an example of a tank analyse report. Under Visual Tank Information you will find the current
volume for the filtered tank.
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Image 30 Example Tank Analyse Report

Visual Tank Information

= Product Level —— Temperature
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